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Businesses are required to perform a number of annual audits and assessments, a number
that is increasing at a dramatic rate. The information security requirements of these
multiple audits are increasing as well, both in number and complexity. Such pressures
incur costs as well, in terms of investments in the necessary technology, processes, and
resources needed to comply with and support multiple audits. VeriSign®Global Security
Consulting helps companies streamline their compliance and auditing efforts by reducing
duplication of effort across multiple audits and by ensuring that companies properly
prepare and organize documentation for quick and efficient compliance auditing. The
consulting team leverages industry-leading experience and expertise and acts as a trusted
advisor to build programs and processes specifically geared toward facilitating compliance
with regulatory and partner requirements and to provide objective advice on security
processes and technology. Using VeriSign Global Security Consulting services to optimize
information security compliance and auditing, clients can minimize risk, focus on core
business goals, and confidently pursue new business opportunities.

+ The Rise in Compliance Audits

The number of information security regulations has risen significantly in recent years.
Companies must now contend not only with internal, federal, and industry-specific
regulations and policies, but also with the security practices and requirements of their
networked partners, suppliers, and customers. Compliance does not end with
implementing appropriate security measures; it also entails providing auditable records
that verify compliance. As government, industry, and networked business partners
increasingly specify security requirements, companies can face a commensurate increase
in third-party security assessments.

A typical company may be required to provide proof of compliance to a number of
different organizations and agencies. Tracking, managing and producing such reports,
especially for multiple entities, is difficult enough. Adding to the complexity, each
regulating entity has its own unique standards for compliance and auditing, often forcing
companies to implement and manage multiple, disparate compliance and reporting
mechanisms. When a company fails to comply with a particular standard, the relevant
entity often submits non-compliant areas for corrective action, leading to further
organizational impact. Meeting compliance requirements, servicing audits, and responding
to unfavorable results has become a significant source of expense and disruption for most
enterprises today.
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The alternative—non-compliance—is not attractive. Although some regulatory
requirements are difficult to quantify and enforce, others have clear-cut stipulations and
penalties. Depending on the requirement, failure to comply or to provide auditable
Requirements, Requirements,
and More Requirements

records can have serious financial and legal consequences. These consequences are in
addition to the liabilities caused by compromised data, damaged reputations, and loss
of trust, should a company become compromised by a breach in security. For example,
non-compliance with the Sarbanes-Oxley Act can result in fines and imprisonment for
up to 20 years; non-compliance with the VISA-CISP, MasterCard SDP and PCI
programs can result in a $50,000 fine for a first violation; and non-compliance with the
Health Insurance Portability and Accountability Act (HIPAA) calls for a $100,000 fine
and up to 10 years in jail.

+ Addressing Compliance Challenges

To achieve compliance with multiple regulations in this complex environment, and then
to be able to verify compliance to the relevant parties, companies must take the following
measures:

* Implement carefully devised technology and process controls (e.g., personnel
controls, physical and logical access controls, and legal and contractual controls).
These controls should be efficient, clear-cut, and easily duplicated, and they must
be immediately transferred when a new user, technology, or information is added.
As much as possible, these controls should be automated.

* Document and organize compliance efforts to demonstrate compliance details to
auditors. This includes implementing consistent, repeatable systems for quantifying,
tracking, analyzing, demonstrating, and reporting on compliance.

* Enable auditors and assessors to validate documentation (audit servicing). This
includes maintaining an audit data repository and enabling validation. First and
foremost, companies must be able to collect and compile assessment data in a format
that can be extracted easily and shared efficiently and confidentially. Validation may
involve spot-auditing application usage, reviewing information retention practices,
examining user-authorization records, and inspecting technical configurations.

Ideally, the preceding measures should be delivered via a flexible, low-impact solution
that maps to the unique technical and business requirements of each internal
organization, while allowing for the flexibility needed to address future regulation and
growth. Realistically, though, few companies have adequate internal resources to create
a solution structure that addresses every aspect of compliance and documentation—
especially when facing multiple regulations and disparate technologies, and when they
are driven by diverse business needs.
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For this reason, companies usually leverage some combination of the following resources:

* Full-time information security staff — In-house security personnel are generally
responsible for day-to-day information security. They have the most comprehensive,
intimate knowledge of the organization’s security technology, configurations, and
policies.

Functional business units with security responsibilities — Other IT-focused internal
organizations (e.g., network engineering, application development, and network
operations) are not primarily tasked with information security but often play a
supporting role in compliance efforts.

Managed security services providers — These third-party providers usually handle
ongoing, specific aspects of compliance, for example, network monitoring and
intrusion detection.

Consulting or contract resources — Information security consultants are normally
engaged on a short-term basis to perform assessments, validate architecture designs,
define processes, render advice on technology solutions, and provide remediation
services for non-compliance problems.

+ Using Consultants Strategically

Organizations choose different resources for different aspects of compliance, for a variety
of reasons. Personnel and time constraints, cost, and the magnitude of the compliance
effort all factor into the delivery of compliance solutions. In the arena of compliance and
auditing, however, outside consultants render unique advantages that in-house solutions
cannot provide. By using consulting services strategically, companies can optimize the
effectiveness, efficiency, and scalability of their compliance solutions.

Qualified information-security consultants provide the following advantages:

* Third-party objectivity — To comply with internal, partner, and industry-specific
regulations, companies may need the third-party non-repudiation and auditing
capabilities that only an external, unbiased service can provide.

Staffing and skill set — While existing security staff may lack the time, experience,

or insight to tackle additional security projects, security consultants can be more
objective and more focused. They encounter a broad range of security issues and
environments in their daily work, giving them experience that would be difficult to
accumulate working within a single enterprise. In addition, they are up-to-date on—
and conversant in—the myriad of government and industry compliance and auditing
requirements.

Trust — The involvement of a security consultant with a proven track record and
global name recognition can help establish trust between a business and external
users who may not be well-acquainted with (or confident of) the company and its
compliance and auditing capabilities.

Intelligence — Security consultants and managed service providers tend to have
faster, more expansive access to information about network vulnerabilities,
impending attacks, and solutions. This information allows them to quickly address
or respond to problems that could affect security and compliance.
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* Cost and time savings — It is often less expensive to outsource key tasks to a third
party than to invest in in-house experts, technology, and 24/7 operation centers.
Because security is their core business, compliance and auditing consultants can
justify heavy investment in highly qualified staff, ongoing training, and state-of-the-
art assessment and monitoring technology. In addition, technology, methodology,
and personnel are already proven and in place, saving valuable time when first
deploying a compliance or auditing solution or responding to a request for corrective
action.

+ Choosing a Consultant

When researching and planning a compliance solution, enterprises must objectively
weigh their own capabilities against the advantages of engaging information security
consultants. If their evaluation indicates the need for security consultants, the next step is
choosing the right consultant for the job.

When selecting a security partner to deliver compliance and auditing solutions,
companies should carefully consider the following criteria:

* Regulatory expertise
* Vendor neutrality
* Experience of delivery team

* Financial stability

Regulatory Expertise

Compliance and auditing consultants should have a firm grasp of every regulation,

policy, or standard for which compliance is sought. They should thoroughly understand
not only the intricacies of the regulation itself, but also the related methodologies,
processes, and technologies available to implement, test, and demonstrate compliance.
They should be able to recognize and apply compensating controls that meet the spirit, if
not the letter, of the regulation or standard. And, they should have sufficient experience
to anticipate—and create solutions that accommodate—the imposition of additional,
related regulations.

Vendor Neutrality

To contain costs, ensure proper execution, and build best-of-breed solutions, the
consultant’s processes and technology should work easily with the company’s existing
infrastructure and third-party products. This includes not only easy integration of tools
and technology with existing software and hardware. It also extends to working with the
existing corporate culture and understanding the security limitations and requirements of
the enterprise’s core business. To ensure this will happen, you need consultants who take
a vendor-neutral approach to the technologies they recommend.
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Experience of the Delivery Team

Given the significant risk associated with improper handling of compliance issues, it is
imperative that the team delivering compliance and auditing solutions has wide-ranging,
deep expertise in not only information security, but also security-related regulations and
standards. In addition, consultants should have real-world experience tailoring
compliance solutions for geographically dispersed, functionally diverse organizations
within the company; unifying disparate policies and processes across the enterprise; and
developing repeatable methodologies for tracking, analyzing, and reporting compliance
data. Compliance consultants should be Certified Information Systems Security
Professionals (CISSPs) and/or Certified Information Systems Auditors (CISAs). They
should receive continuing education, have an in-depth understanding of the concepts of
IT defense, and be able to apply their skills appropriately for each specific task. Finally,
consultants should be able to leverage a built-in mechanism for receiving alerts, reports,
and analyses of regulatory changes.

Financial Stability

A financially sound service provider has the resources to invest in, develop, and maintain
leading-edge services. It attracts the most highly qualified personnel and provides
ongoing training to ensure up-to-the-minute skills. Finally, it can position itself for
longevity, ensuring that services and support will continue to be available over time. To
gauge viability, consider financial records, partnerships and alliances, awards and
achievements, brand recognition, and length of time in business.

+ VeriSign Consulting Services: Strategic Solutions

for Optimizing Compliance
As a trusted provider of information-security services, VeriSign Global Security
Consulting leverages its regulatory knowledge, vendor neutrality, subject matter expertise,
and financial stability to deliver strategic consulting services that optimize compliance
and auditing solutions. VeriSign consultants help optimize the structure of a company’s
compliance and auditing efforts by analyzing each requirement and then objectively
matching it to potential solutions. VeriSign security professionals develop and implement
sound, practical programs that take into account the business requirements, limitations,
and culture of real-world businesses.

The comprehensive, customized compliance solutions offered by VeriSign strategically
combine the following components:

* Programs and processes
* Policies, standards, and procedures
* Contracted subject matter expertise

* Managed security services

Programs and Processes

VeriSign Global Security Consulting determines the critical programmatic elements and
processes required in a corporate environment, and develops solutions appropriate to
cost, culture, and technology. Examples are information-security governance, staffing
models, budgeting, development oversight and accreditation processes, monitoring
strategies, and incident-response processes.
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Policies, Standards, and Procedures

VeriSign consultants build policies that are aligned with regulatory requirements and
guide corporate information protection activities. Technology security standards are
integrated with policy and provide a higher level of detail on achieving compliance.
Baseline security procedural guides are detailed instruction manuals that specify approved
configuration settings for the technology deployment process.

Contracted Subject Matter Expertise

VeriSign consultants can be staffed into temporary or semi-permanent roles to provide
critical subject matter expertise and skills that may be difficult for companies to attract
and retain in house. Contract engagements include design review, security awareness
training on special topics, incident response and forensic investigation, security testing
and evaluation, and more.

Managed Security Services

VeriSign® Managed Security Services provides levels of security management and
monitoring that may be too expensive or too resource-intensive to perform internally.
VeriSign manages and monitors firewalls, host- and network-based intrusion detection
sensors, and operating system logs. Data is correlated and presented through a highly-
available portal, and service level agreements determine the escalation event sequence.

The end result of a VeriSign compliance engagement is an information-security program
that provides all the required components, along with appropriate documentation and
validation materials, organized for efficient review during audits and assessments.

+ The VeriSign Difference: Expertise, Intelligence, Trust

Although many vendors offer consulting services to companies seeking compliance and
auditing solutions, few providers can match the expertise, intelligence gathering
capabilities, and commitment to open standards that VeriSign brings to the table, and
few providers are capable of taking on the role of a vendor-neutral trusted advisor.
VeriSign Global Security Consulting leverages exceptional regulatory knowledge, training,
and experience; best-of-breed solutions; and a global network of proven technology.
VeriSign has a history of stability and trust, and can deliver compliance and auditing
solutions that are not only effective, but also make the best use of existing in-house
personnel, technology, and processes.

Seasoned Practitioners

The VeriSign consulting team includes one of the highest concentrations of credentialed
experts in the industry. VeriSign security professionals are trained, certified, and
experienced in the design, acquisition, and deployment of all major security solutions.
With an average of ten years  experience in enterprise information security, and having
conducted a great many security and audit certifications, VeriSign consultants
demonstrate expertise across the entire information security and privacy spectrum.
Ongoing training and periodic re-certification ensure that consultants maintain a world-
class skill set and knowledge base. Membership and participation in standards bodies
such as the Information Security Forum and Internet Security Alliance provides
additional expertise in regulatory compliance.
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Case Study—Strategic VeriSign
Engagement Enables Rapid
Remediation

The VeriSign consulting team combines skill and training with proven, real-world
experience. Forty percent of VeriSign Global Security Consulting engagements center on
security assessments, and most consulting service customers are in regulated industries
(mainly financial services, healthcare, and retail). The consulting team has performed
numerous HIPAA, GLBA, and other regulatory assessments and is also a leading provider
of Visa CISP and MasterCard Site Data Protection (SDP) assessments.

Customer Focus

The consulting team works with enterprises of all sizes, all over the world, from
government agencies and Fortune 1000 companies to small start-ups and family-owned
businesses. VeriSign customers include municipal, state, and federal agencies, financial
institutions, healthcare organizations, telecommunications carriers, and online retailers.
The security team’s expertise, dedication, and focus on customer service help ensure that
each customer not only gets a real-world solution that meets its unique requirements,
but also receives prompt attention when security events, remediation requests, or other
issues arise.

Best-of-Breed Solutions

As a vendor-neutral provider of security consulting services, VeriSign evaluates,
certifies, and supports best-of-breed security products. It is a leading proponent of
open standards-based technology for identity authentication and other security solutions,
and it has led or participated in the development of many best practices and common
standards, including Open Authentication (OATH). As mentioned earlier, VeriSign
Global Security Consulting is affiliated with standards bodies such as the Information
Security Forum and the Internet Security Alliance. By supporting off-the-shelf security
devices and open standards-based technology, VeriSign can provide best-of-breed
compliance and auditing solutions that leverage the enterprise’s existing technology
investments.

Unigue Data and Infrastructure Intelligence

As the leading provider of Intelligent Infrastructure Services, VeriSign has unique
visibility into global security patterns, trends, and threats on the Internet. VeriSign
Global Security Consulting professionals can extract and assimilate information not only
from VeriSign Managed Security Services, but also from data gathered from its global
Domain Name System (DNS), payment, secure sockets layer (SSL), and enterprise public
key infrastructure (PKI) services. Leveraging this data and automated processes, VeriSign
consultants conduct highly informed assessments and can be “first off the mark” in
providing companies with visibility into worldwide Internet-related events. This
capability is crucial for identifying threats before they become attacks, and preventing
and responding to events that threaten compliance.

Stability and Trust

VeriSign is the leading provider of Intelligent Infrastructure Services in support of the
Internet, telecommunications, and next-generation networks. With more than 4,000
enterprise customers, it is the largest provider of trusted payment processing, and
processes over 37 percent of U.S. commerce transactions. It has maintained critical
intelligent infrastructure such as the Domain Name System (DNS) with 100 percent
availability for more than ten years. VeriSign is often referred to as one of the Internet’s
“nerve centers,” and two VeriSign security operations centers (SOCs) have been
designated Critical Infrastructure Assets by the Department of Homeland Security.
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+ Overview of VeriSign Global Security Consulting Services
Compliance and auditing optimization is only one facet of the VeriSign Global Security
Consulting Services offering. VeriSign blends unmatched expertise with world-class
program management and state-of-the-art technology to provide a comprehensive suite
of network consulting services. VeriSign enhances network operations through proven,
business-focused solutions that help enterprises utilize their network and data resources
to more fully realize their immediate and long-term business goals.

VeriSign Global Security Consulting includes the following services:

* Technical Security Assessments — Assessment services range from enterprise-wide
evaluations to individual program and code reviews. They include detailed security
assessments, network and application vulnerability assessments, and penetration tests.

Enterprise Risk and Compliance Assessments — These assessments assist enterprises
in meeting their compliance objectives by identifying the overlap between best
practice standards and industry-specific requirements. VeriSign recommends practical
measures to align security practices with specific compliance and business objectives,
including compliance with federal regulations related to data sharing.

Security Program and Policy Services — These services help enterprises develop,
improve, or communicate security policy and strategy. VeriSign Global Security
Consulting professionals assist enterprises with the entire lifecycle of enterprise
security programs and policies.

Design, Architecture, and Infrastructure Solutions — From complex network
implementations to firewall and application integration, the VeriSign Global Security
Consulting team designs and implements a security solution for any technology,
industry requirement, or business model.

Incident Response and Forensics Services — VeriSign employs a detailed and
comprehensive methodology for responding to computer security incidents. Besides
providing forensics services, the VeriSign Incident Response and Computer
Emergency Response Team (CERT) is available 24/7 to augment internal staff in
the event of a security incident.

Disaster Recovery and Business Continuity Solutions — Leveraging its extensive
experience in providing critical Internet infrastructure services, VeriSign helps
enterprises design programs to maintain the 24/7 uptime and effectiveness of their
network infrastructure; it also provides solutions for addressing disaster recovery
issues.

Identity Management and Authentication Services — VeriSign helps enterprises
assess, design, and deploy cost-effective and scalable identity management and
authentication solutions that leverage existing security investments.
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+ Conclusion

Information-security compliance and auditing is becoming an increasingly complex task.
Companies must contend with not only government and industry-specific regulations,
but also the security policies and practices of business partners, suppliers, and customers.
Few organizations have the internal resources to create a comprehensive compliance and
documentation solution in house. For this reason, they should consider strategically
engaging information security consultants, who often offer inherent advantages over in-
house solutions. These advantages include objectivity, expertise, and time and cost
savings.

VeriSign Global Security Consulting leverages exceptional regulatory knowledge, seasoned
practitioners, best-of-breed solutions, and global data-gathering capabilities, and uses its
role as trusted advisor to help companies optimize their compliance, auditing, and
remediation solutions. Using VeriSign consultants strategically, companies can implement
effective, efficient compliance and auditing mechanisms that allow them to return focus
to their core business.

+ For More Information
For more information about VeriSign Global Security Consulting, please call
650-426-5310, email us at enterprise_security@verisign.com, or visit www.verisign.com.
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